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Terminology 

Pass Keys
Multi-Factor 
Authentication 
(MFA)

One Time 
Passcodes (OTP)

Security Key Authenticator 
Apps

Biometrics

A passkeyis a digital credential, tied to a user account and 
a website or application. Passkeys allow users to 
authenticate without having to enter a usernam e or 
password, orprovide any additional authentication factor. 

This technology aim s to replace legacy authentication 
m echanism s such as passwords.

*google.com /identity/passkeys

What are Passkeys?
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Authentication Methods

Knowledge - Something You Know – passwords, PIN, 
username

Possession - Something You Have – fobs, security keys, 
one-time-passcodes

Inherence - Something You Are – Biometrics

Location

Time
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Using Passkeys

W hen a user wants to sign in to a service 
that uses passkeys, their browser or 
operating system  will help them  select and 
use the right passkey. The experience is 
sim ilar to how saved passwords work 
today. 

To m ake sure only the rightful owner can 
use a passkey, the system  will ask them  to 
unlock their device. This m ay be perform ed 
with a biom etric sensor (such as a 
fingerprint or facial recognition), PIN, or 
pattern.

Passkey Adoption 
– Early Stage

 Mobile Devices and Apps lead the 
way

 Biometrics enable easy entry for 
mobile apps

 Microsoft is pushing hard, especially 
in commercial and government 
accounts

 Browser enhancements are allowing 
websites to add passkeys

 Password managers are adding 
passkey management

 Apple is enabling user 
authentication via biometrics for 
iOS and MacOS apps but not yet for 
Mac or iOS access without entering 
a password for initial access
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Managing Passkeys in Chrome

Store passkeys in Windows
If you have Windows 10 or up, you can use passkeys. To store passkeys, you must set up 
Windows Hello. Windows Hello doesn’t currently support synchronization or backup, so 
passkeys are only saved to your computer. If your computer is lost or the operating system is 
reinstalled, you can’t recover your passkeys.

To use passkey management and passkey autofill, your computer must have Windows 11, 
version 22H2 or later.

Manage passkeys in Windows
On your computer, open Chrome.
Select More More and then Passwords and autofill and then Google Password Manager.
On the left, select Settings and then Manage passkeys.
Tip: “Manage passkeys” only shows when one or more passkeys have been created.

Using a Password Manager to Manage 
Passkeys

 LastPass - https://www.androidpolice.com/lastpass-passkey-create/

 Dashlane - https://www.dashlane.com/passkeys

 Apple Keychain - https://support.apple.com/guide/iphone/use-passkeys-to-
sign-in-to-apps-and-websites-iphf538ea8d0/ios
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Demonstration

Take Aways
 Be on the lookout for Passkey setup options when you are 

adding applications or after an update

 Passkeys are generated and stored by your application or 
device. You won’t see them and you can’t change them.

 If you are using passkeys on your phone, make sure the 
keep your phone safe and BACK IT UP

 Don’t even think about using passkeys if your phone, 
tablet, and computer are not password or biometrically 
secured!!
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Resources

 TechTarget - https://www.techtarget.com/whatis/definition/passkey

 Apple - https://support.apple.com/en-
us/102195#:~:text=Passkeys%20are%20a%20replacement%20for,more%20conve
nient%20and%20more%20secure.

 Microsoft - https://learn.microsoft.com/en-us/windows/security/identity-
protection/passkeys/?tabs=windows

Q&A

Joe Chappell

Connected HHI

jchappell@connectedhhi.com

www.connectedhhi.com

843-715-9894
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