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We are all experiencing attempted scams

• Imposter Scammers Are Everywhere (trying to earn a living!)
• Phone Calls
• Emails
• Texts
• Social Media (Facebook, TikTok, etc.)

• They are trying to get information about you that they can sell
• Credit Card info
• Bank Account info
• Social Security and Birth Date
• Account Sign In Information

• Or they are trying to get you to send them money



Who are “they”

• Individuals trying to earn a living by selling personal information on 
the dark web. (credit card info about $2)

• Small groups trying to do Identity Theft by gaining your personal 
information and opening accounts or making purchases in your name

• Organizations trying to get you to send them money through personal 
contact (tech support scam, romance scam, investment scam)

Individuals in any place where there is internet service

Groups in poorer countries with strong tech training: Philippines, India, 
Nigeria, etc…..



What we see the most:

Scam –
Phishing 
Emails

Hijacked 
Browsers

Fake Tech 
Support



Scam – Phishing Emails
Check the senders Domain
• @xxxxx.xxx
• If it’s not a company.com, spelled 

correctly, do not trust it
If you don’t trust it, DO NOT 
Unsubscribe!!!
• Move the email to your junk
• Also, you can go to your mail provider 

settings and block the domain

Norm1@outlook.com



Spear Phishing

• Information about you is used to 
get you to respond

• Social Media info used to send 
you a message (phone, text, 
email) that is personalized to 
your situation

(Grandson Joey needs help)

• One of your account usernames 
is on the dark web.

When you click, 
you are asked to 
log into your 
Apple account, 
then give your 
credit card to 
purchase more 
space.

The Phisher now 
has your Apple 
account ID and 
your credit card 
and whatever 
cash you paid!!



Whale Phishing

• A lot of information is found out about an individual and is used to 
get something very valuable.
• People with corporate positions

• People with means

• Pastors

• Church Treasurers

• Club leaders

If there is any question, investigate before responding.



Hijacked Browser

• You go to a website and all of a 
sudden, your screen is locked 
with some big warning message 
and a phone number to call for 
help! Don’t call the number!

• Do not click anywhere in the 
browser screen.

• Go to task manager and close 
every occurrence of the browser.

• Reboot – you should be good



Fake Tech Support 

• Warning message on a website with a phone number to call

• Searching the web for a phone number to call for tech help

• Pop-Up message or notification

• Unsolicited phone call offering help

• In every case, just say no!
• Do not let anyone take over your computer unless you know certainly that 

they are a “trusted provider”
• Do not purchase an annual contract.



Fake System Warnings can 
come from your Browser 
Extensions.
In Chrome go to Settings 
and Select Extensions.
- Be sure you want them all



Protecting Your Online Accounts

• Username and Password management

• Two Step Authentication

• Beware of Mobile Phone Thefts



haveibeenpwned.com

Norm1@outlook.com Norm2@gmail.com





Some Simple Rules

• Do not use a password more than once

• When you chose a password, do it uniquely – changing a single letter 
or symbol makes it easy to remember, but they are “cracked” by 
machines that are good at guessing and will start with one they know 
you used.

• Have a way to store and retrieve all of the username and passwords 
for all of your different accounts.
• 1.Password Manager, 2. Document stored in the cloud (iCloud, Google Cloud, 

OneDrive) – should be encrypted, or 3. Written in a notebook or password 
book stored not on your physical desktop.



Identity Theft Insurance
US News 2023 list

• #1 IdentityForce – Best Identity Theft Protection Service of 2023
• #2 IDShield – Best for Identity Recovery Assistance
• #3 (tie) Aura
• #3 (tie) Zander – Best Budget Identity theft Protection Service
• #5 (tie) Identity Guard
• #5 (tie) ID Watchdog – Best for Customized Identity Monitoring
• #7 (tie) ReliaShield
• #7 (tie) LifeLock – Best for Computer and Device Protection
• #9 (tie) IdentityIQ – Best for Family Protection
• #9 (tie) myFICO – Best for Detailed FICO Scores

https://www.usnews.com/360-reviews/privacy/identity-theft-protection/identityforce
https://www.usnews.com/360-reviews/privacy/identity-theft-protection/idshield
https://www.usnews.com/360-reviews/privacy/identity-theft-protection/aura
https://www.usnews.com/360-reviews/privacy/identity-theft-protection/zander
https://www.usnews.com/360-reviews/privacy/identity-theft-protection/identity-guard
https://www.usnews.com/360-reviews/privacy/identity-theft-protection/id-watchdog
https://www.usnews.com/360-reviews/privacy/identity-theft-protection/reliashield
https://www.usnews.com/360-reviews/privacy/identity-theft-protection/lifelock
https://www.usnews.com/360-reviews/privacy/identity-theft-protection/identityiq
https://www.usnews.com/360-reviews/privacy/identity-theft-protection/myfico


ID Shield
Monitors many types of records for changes
Monitors the Dark Web for “information for sale”
Sends details on any alerts
Sends monthly status
Provides Recovery Help and Insurance

(This is not an advertisement!!! Just happens to 
be what the presenter uses)



Never Stop Learning

Visit the Resource Center!

If you have questions about a 
strange Notification, email or 
social media message, call or 
come for help. We learn while 
we help you and can share 
what the bad guys are up to!
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