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Terminology 

Two Step (Google) 
Two-Factor 
Authentication 
(2FA)

Multi-Factor 
Authentication 
(MFA)

One Time 
Passcodes (OTP) Security Key Authenticator 

Apps

We will use Multi-Factor Authentication for this presentation



Dashlane Website





Authentication Methods

Knowledge - Something You Know – passwords, PIN, 
username

Possession - Something You Have – fobs, security keys, 
one-time-passcodes

Inherence - Something You Are – Biometrics

Location

Time



Drivers for Multi-Factor 
Authentication

Password Re-Use
Password Theft
Password Hacking



MFA Adoption

Government

Industry

Consumer



Consumer 
Drivers of MFA

 Financial Services

 Healthcare
 Online Shopping
 Google

 Microsoft
 Apple



Evolution of MFA Methods

 Secret Phase – “Boston”

 Generic Security Question – “Mother’s Maiden Name”

 Customized Security Question – “Who makes the best 
electric bass?”

 Security Devices – cards and fobs

 One-Time-Passcode Generators – cards, keys, fobs

 Biometrics – Retina, fingerprint, facial, and voice scans

 Authenticator Apps



One Time Passcodes

 Can be generated by a service and sent via email or text with a limited 
lifetime (5 minutes, 10 minutes, …)

 Often generated in an authenticator application based on a shared secret and 
the time. (Time-based One-time-passcodes)  that changes every frequently 
(Often every 30 seconds).

 Passcodes are often six numeric digits but can be longer and can include alpha 
characters

 Can be generated by dedicated OTP devices – RSA and Bank of America are 
examples



Amazon Authentication Request



Amazon OTP Text



Bank of America – Idem Key Example



Authentication Applications
 Microsoft Authenticator, Google Authenticator, and Authy 

are 3 of the most common authentication apps.  

 Some services require a specific authenticator 
application, but many leave the choice to the user

 Authenticator applications can be used for a multitude 
of services

 The process of adding a service involves registering your 
authentication application with the service and 
establishing a shared secret that is used to validate the 
OTP

 Authentication Apps often require user authentication 
before providing the OTP (password, facial scan, …)

 Microsoft is adding a number and optionally application 
and location information to authentication requests





Simple to Complex – 
Less Secure to More 
Secure

 Text or Email OTPs

 Application based 
authentication 
applications

 Biometric protected 
authentication 
applications

 Biometric protected 
security keys



Microsoft “Passwordless” with 
Authenticator



Take Aways

 Password hygiene is still important – unique and relatively 
complex

 MFA should be used whenever you have something that 
you value and would like to protect

 When it is your choice, select the level of MFA that is 
appropriate for what you are safeguarding

 Don’t even think about using MFA if you your phone, 
tablet, and computer are not password or biometrically 
secured!!



Q&A

Joe Chappell

Connected HHI

jchappell@connectedhhi.com

www.connectedhhi.com

843-715-9894

mailto:jchappell@connectedhhi.com
http://www.connectedhhi.com/
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